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Abstract

Safeguarding wireless communication in cyber-physical systems (CPS) and the Internet of Things (loT) is
important to stop hackers, data breaches, and system interruptions. Multiple security risks can affect these
systems because they are linked together and depend on wireless communication methods. This essay looks at
the security issues that mobile and internet-connected things (loT) have and suggests ways to fix them. Two of
the biggest problems are keeping data sent over wifi networks private and secure. You can keep data safe from
people listening in or changing it by using encryption methods like Advanced Encryption Standard (AES) and
Rivest Cipher (RC4). Furthermore, security tools like Public Key Infrastructure (PKI) and Digital Signatures can
confirm the authenticity of devices and make sure that contact is safe. An additional problem is that radio
communication methods can be attacked with tactics like man-in-the-middle and repeat attacks. You can make
CPS and loT systems safer by using secure methods like Transport Layer Security (TLS) and Secure Shell (SSH).
Protecting radio contact is also important to avoid problems caused by denial-of-service (DoS) attacks.
Employing intrusion detection systems (IDS) and firewalls can assist in finding and blocking harmful traffic,
ensuring that communication stays unbroken. Lastly, protecting radio transmission in CPS and loT is important
to avoid many security risks. The security of CPS and loT systems can be improved by using encryption
methods, identification mechanisms, and safe protocols to keep data private, secure, and accessible.
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interruptions, it's important to protect radio communication

The internet of things (IoT) and cyber-physical systems
(CPS) have changed how we communicate with the world
around us. These linked systems have made it possible to
automate, watch in real time, and make decisions based on
data in many areas, such as industry, healthcare, and
transportation. But the broad use of CPS and loT devices
has caused a lot of security worries, especially about the
wireless channels that are used to connect these devices
[1]. To stop hackers, data breaches, and system

https://technicaljournals.org

in CPS and loT. Making sure the privacy and security of
data sent over wireless networks is one of the hardest parts
of protecting wireless communication in CPS and loT.
Sensitive data is being sent more and more, like personal
health data in healthcare systems and private information
in business settings. This [2] data needs to be kept safe
from being listened to or changed. Advanced Encryption
Standard (AES) and Rivest Cipher (RC4) are two
encryption methods that can be used to protect data so that
only approved devices can read it.
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Authentication [3] is another important part of keeping
radio contact safe in the loT and CPS. Checking the
identities of devices and making sure that only real devices
can join to these networks is important because so many of
them are linked. Devices can be verified using Public Key
Infrastructure (PKI) and Digital Signatures, which protects
communication lines and stops people who aren't supposed
to be there from getting in. Also, wireless communication
methods are open to many attacks, like repeat attacks and
man-in-the-middle attacks, which makes CPS and loT
systems [4] very vulnerable to security threats. Using safe
methods like Transport Layer Security (TLS) and Secure
Shell (SSH) can help protect these systems and make them

safer in general. Denial-of-service (DoS) attempts can be
stopped by making sure that wireless transmission is
always available. Intrusion detection systems (IDS) and
filters can help CPS and loT systems find and stop harmful
activity, keeping communication lines open [5]. To
protecting radio transmission in CPS and loT is very
important to avoid many security risks. Adding encryption
methods, identification systems, and secure protocols to
CPS and loT systems can make them safer and make sure
that data is kept private, is correct, and is accessible.
Dealing with these security issues is necessary to get the
most out of CPS and loT while lowering the risks that
come with using them.

@)
Public Key ].'

Private
Key a

Public Key
Cryptagraphy

@

MAC Layer
Encry ption

ank

Ciphartext %

Message

Public Key Infrastructure

ﬁ? Public Key
[

Private
Key b

& IJZD Public Key
@ 2 Cryptography

MAC Layer
Encryption

Ciphertext %

Message

NS

PHY
header

MAC

header

| MAC data

Physical
Layer :|—:>
Sender \

Physical
Layer

Figure 1: Classical Model of Cryptosystem in cybersecurity

2.  Related work

A lot of study has been done on how to keep wireless
transmission safe in cyber-physical systems (CPS) and the
Internet of Things (10T). This is because these systems are
very important and security breaches could have big
effects [6]. A lot of different ideas have been put forward
by researchers to help make CPS and IoT devices safer,
with a focus on encryption, identification, secure
protocols, and attack detection systems. For CPS and loT,
encryption methods are very important for keeping digital
contact safe. People use AES a lot because it is very secure
and works well to protect data. Researchers have come up
with  improvements to AES, like Lightweight
Cryptography, that would make it easier for 10T devices
with limited resources to keep their data safe while still
requiring a high level of security. It has been found that
RC4, a famous encryption method, can be broken, so it
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should not be used in safe communication systems
anymore [7].

Authentication methods are needed to make sure that
devices are who they say they are and that communication
routes are safe. PKI is often used to handle digital
certificates and make sure that devices in CPS and loT
networks are real. Digital codes are also used to make sure
that messages are real and stop people from reading them
without permission. In this field of study, the main goal
has been to make identification systems more efficient and
scalable so they can handle the growing number of devices
linked to CPS and loT networks [8]. Secure methods, [9]
like TLS and SSH, are very important for keeping threats
out of wifi channels. A lot of people use TLS to keep their
web communications safe, and it has also been changed to
work in CPS and IoT networks. Researchers have come up
with lightweight forms of TLS that would keep a high
level of security while reducing the load on devices with
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limited resources. SSH is used to protect access to devices
from afar, and it has been improved to allow safe contact
in 10T and CPS settings. For CPS [10] and loT networks to
find and stop harmful data, they need intrusion detection
systems (IDS) and firewalls. Machine learning-based
intrusion detection systems (IDS) have been suggested by
researchers as a way to find strange patterns in network
data and possible security threats. Firewalls block both
incoming and outbound data and keep people from getting
into CPS and loT devices without permission. The main
goal of research in this area has been to make IDS and
routers that are effective and scalable so that they can keep
up with changing security risks.

There has been [11] a lot of work in making radio
connection safer in CPS and loT, but there are still some
problems that need to be fixed. One problem is that 10T
devices don't have a lot of resources, which makes it hard
to add complicated security features. In order to solve this
problem while still keeping a high level of security,

techniques and verification methods. Another problem is
that CPS and loT networks use a lot of different devices
and protocols, which can make them hard to connect and
leave security holes. Standards and methods that allow
different types of gadgets and systems to safely talk to
each other are still being researched. It's also hard to
handle security in CPS and 10T settings because they are
always changing [12]. Adaptive security solutions that can
find and stop security risks in real time are being looked
into by researchers. These solutions will protect the
stability and availability of wireless communication
channels. In conclusion, protecting radio transmission in
CPS and 10T is a difficult job that needs a number of
different approaches. Researchers can improve the safety
of CPS and 10T networks and lower the risks of wireless
communication by using  encryption  methods,
identification systems, secure protocols, and intruder
detection systems. Ongoing study in this area aims to solve
the lingering problems and make sure that CPS and loT

systems will work safely and reliably in the future.

researchers are looking into lightweight encryption
Table I: Summary of Related Work
Method Algorithm Key Finding Area Application Scope
Lightweight AES Enhanced AES algorithms | Encryption 10T Security Improve
Cryptography reduce computational efficienc
overhead on resource- y of
constrained 10T devices while encryptio
maintaining  high  security nonloT
levels.
Machine Various ML | ML-based IDS can detect | Intrusion CPS, loT Enhance
Learning- algorithms | anomalies in network traffic | Detection Networks security
based IDS and identify potential security monitori
threats in real-time. ng
capabiliti
es
PKI-based RSA,ECC | Public Key Infrastructure | Authentication | CPS, loT Improve
Authenticatio (PKI) manages digital Networks device
n certificates and authenticates identity
devices in CPS and loT verificati
networks. on
Lightweight TLS Lightweight TLS versions | Secure CPS, loT Enhance
TLS reduce computational | Protocols Networks efficienc
overhead on resource- y of
constrained  devices while secure
maintaining secure communi
communication channels. cation
Digital RSA, DSA, | Digital signatures verify the | Authentication | CPS, loT Ensure
Signatures ECDSA authenticity of messages and Networks data
prevent unauthorized access to integrity
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CPS and 10T devices. and
secure
access

Secure Shell SSH SSH secures remote access to | Secure CPS, loT Ensure

(SSH) devices and has been adapted | Protocols Networks secure
for use in CPS and IloT remote
environments. device

access

Lightweight Various Lightweight encryption | Encryption loT Security Improve

Encryption algorithms | algorithms reduce the efficienc
computational burden on loT y of
devices while maintaining encryptio
data  confidentiality  and nonloT
integrity.

Anomaly- Various Anomaly-based IDS detect | Intrusion CPS, loT Enhance

based IDS algorithms | deviations  from normal | Detection Networks security
network behavior, signalling threat
potential security threats in detection

CPS and 10T networks.

Firewall Various Firewalls filter incoming and | Network CPS, loT Enhance
Protection algorithms | outgoing traffic to prevent | Security Networks network
unauthorized access to CPS security
and loT devices.
Scalable Various Scalable authentication Authentication | CPS, loT Improve
Authenticatio | methods mechanisms accommodate the Networks scalabilit
n growing number of devices y of
connected to CPS and loT authentic
networks. ation
Adaptive Various Adaptive security solutions Security CPS, loT Enhance
Security methods detect and respond to security | Management Networks real-time
Solutions threats in real-time, ensuring security
the integrity and availability response
of wireless communication

channels.

Standard Various Developing standards ensures | Standardizatio | CPS, loT Ensure

Development | standards secure communication n Networks interoper
between heterogeneous ability
devices and systems in CPS and

and loT networks. security

Intrusion Various IPS prevent security breaches | Network CPS, loT Enhance

Prevention methods by detecting and blocking Security Networks security

Systems malicious traffic in CPS and threat
10T networks. preventio

n

Secure Various Secure firmware update Firmware loT Networks | Improve

Firmware methods mechanisms ensure that 0T Security security

Update devices receive updates update
without compromising process
security.
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3. Encryption Algorithms for Wireless
Communication Security
A. Encryption algorithms
1. AES:
An symmetric encryption method called AES is used to
keep data safe when it's sent over wireless channels. A lot
of people use it because it works well and is very safe.
AES works with blocks of data that are usually 128 bits
long. To secure and recover the data, it uses a key. For
AES, the key length can be 128, 192, or 256 bits. Keys
that are longer are more secure. AES has been studied and
reviewed a lot, and it is thought to be very safe against
known cipher threats. It's used to keep data safe and
private in Wi-Fi (WPA2 encryption) and Bluetooth,
among other wireless communication methods. However,
AES can be hard to compute, especially on devices with
limited resources, which can slow down loT and CPS

apps.
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Figure 2: Flowchart of AES

2. Lightweight Cryptography

Lightweight cryptography methods are made to protect
devices with limited resources, like loT devices and
sensors, without adding a lot of extra work to the
computer. These programs are designed to use memory,
computer power, and energy as efficiently as possible.
PRESENT, SIMON, and SPECK are all examples of
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lightweight security methods. These methods are good for
radio transmission for CPS and loT because they strike a
good mix between security and speed. These algorithms
are made to provide enough security for loT devices,
which may not be able to use traditional algorithms like
AES because they need too many resources. When it
comes to CPS and loT, where devices often don't have a
lot of computing power, lightweight security methods are
very important for keeping radio contact safe. It is possible
to get a good amount of protection on these devices
without slowing them down by using lightweight methods.

The encryption methods like AES and lightweight
cryptography are very important for keeping wireless
communication safe in loT and CPS. Lightweight
cryptography methods are better for devices with limited
resources than AES, which offers a high level of
protection. You can make sure that data sent over wireless
channels in CPS and 10T settings is kept private and secure
by picking the right encryption method based on the needs
of the application.

B. Application of encryption algorithms in securing
wireless communication

In Cyber-Physical Systems (CPS) and the Internet of
Things (loT), encryption methods are very important for
keeping radio contact safe. These methods are used to
keep data sent over wireless networks safe from people
who shouldn't be able to see or change it. Encryption is
necessary to protect the privacy and security of private
data in CPS, which combine physical processes with
computing and communication features. Encryption
methods are used a lot in CPS and loT to keep data sent
between devices and networks safe. In smart grid systems,
for instance, contact between smart meters and the utility
company's computers is encrypted to keep it safe. This
makes sure that data about how much energy is used is
sent safely. Encryption is also used in healthcare systems
to protect the privacy of patients when data is sent between
medical equipment and electronic health records.
Industrial 1oT (lloT) applications also use encryption
methods to keep their radio communications safe.
Encryption protects contact between sensors, controls, and
the central tracking system in factories. This keeps people
who aren't supposed to be there from getting in and makes
sure that production data is correct.

C. Key findings and advancements in encryption
algorithms for CPS and loT

A lot of important research and progress has been made in
encryption methods for CPS and IoT to deal with the
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unique problems these systems present. One important
finding is that we need encryption methods that are small
and fast, but still provide strong protection. This is
especially important for 0T gadgets that don't have a lot
of memory or computer power. Because encryption
algorithms have gotten better, new algorithms have been
made that are especially for IoT and CPS use. For
instance, the SIMON and SPECK algorithms are small and
fast block ciphers that have been made to work best on
Internet of Things (IoT) devices. For IoT and CPS, these
methods are perfect for protecting radio transmission
because they offer strong security at a low cost.

Another important step forward is the creation of post-
guantum encryption methods that are strong enough to
withstand attacks from quantum computers. Many
encryption methods could be broken by quantum
computers, which is a big problem for the safety of loT
and CPS systems. To protect against quantum threats,
post-quantum encryption methods like NTRUEncrypt and
Lattice-based cryptography are being created.

4,  Authentication Mechanisms for Secure
Communication

A. Authentication mechanisms

Cyber-Physical Systems (CPS) and the Internet of Things
(1oT) need strong authentication methods to make sure that
contact is safe. These systems make sure that the devices
and people communicating are who they say they are,
which stops hackers and data leaks. Public Key
Infrastructure (PKI), which verifies devices with digital
keys, is a popular way to prove who you are. Each device
has a unique certificate that was signed by a trusted source.
This lets other devices check that the device is who it says
it is. Digital Signatures are another widely used method.
They use cryptography to make sure that messages are
real. Authentication methods are very important for
keeping wireless contact safe in CPS and IoT, where
devices often work in places that aren't trusted. These
systems help keep bad people from getting into private
data or messing with communication lines by making sure
devices are who they say they are. Biometric
authentication and multi-factor authentication are two
examples of new authentication methods that are making
radio contact in CPS and 10T even safer. Authentication
methods are very important for making sure that contact in
CPS and 10T settings is safe and secure.
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Figure 3: Working of Digital verification

A digital signature is a type of encryption that is used to
make sure that a message or document is real and
complete. It makes sure that the message came from a
known sender and wasn't changed on the way to the
recipient. There are two Kkeys used in asymmetric
cryptography: a secret key for signing and a public key for
checking. This is how digital signatures work.

Algorithm:
1. Key Generation:

e p and q are two big prime numbers. Find their
product, n, which is p times g.

Find ¢p(n) = (p —1) X (g — 1).
e Choose a number e at random such that 1 is less

than or equal to e and that e is coprime to ¢(n).
e Find d, which is the modular inverse of e modulo

o(n).
Thismeansthatd x e = 1 (mod¢p(n)).

e The private key is (n,d) and the public key is (5
,3) (n,e).

2. signature:

e |If you want to sign message m, you need to find
s =md (modn).
e sis the signature for message m.

3. Verification

e To check if a signature s is valid for a message m,
you need to find
m = s e (modn).

The safety of digital signatures depends on how hard some
math problems are, like discrete logarithms or factoring
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big numbers. The signature method is safe because it is
thought to be impossible to compute the private key from
the public key and a set of signatures.
A lot of private communication methods, like TLS
(Transport Layer Security) and PGP (Pretty Good
Privacy), use digital fingerprints to make sure that data
sent over networks is real and  correct.

B. Importance of authentication in securing wireless
communication

In Cyber-Physical Systems (CPS) and the Internet of
Things (loT), authentication is a key part of keeping
digital contact safe. It makes sure that the people and
things communicating are who they say they are, which
stops hackers and data leaks. In CPS and loT settings,
where devices often work in dangerous or unsafe
situations, authentication is very important. Verifying your
name is a key part of identification. Systems can make
sure that only approved devices can see private data or use
control features by checking the names of devices. In
situations like factory robotics, where illegal entry could
cause harm or safety risks, this is very important.

Authentication also helps make sure that data sent over
wireless networks is correct. By making sure they know
who sent the message, receivers can be sure that it hasn't
been changed or messed with while it was in transit. This
is very important in healthcare systems because patient
data needs to be kept safe from people who shouldn't be
able to see or change it. Authentication can also help stop
man-in-the-middle (MITM) attacks, in which someone
listens in on two people's conversation and may change
what they say. Systems can find and stop these kinds of
scams by making sure that both sides are real. This
protects the privacy and security of communication.

C. Implementing authentication mechanisms in CPS and
10T networks

There are a few important steps and things to think about
when putting security methods in place in CPS and loT
networks. A popular method is to use Public Key
Infrastructure (PKI), which gives devices digital keys that
can be used to prove who they are. PSKs are another way
to do this. With PSKs, devices share a hidden key that is
used for identification. Many objects in CPS and loT
networks don't have a lot of memory or processing power,
so verification systems need to be small and quick.
Because of this, specially designed identification methods
like Lightweight Directory Access Protocol (LDAP) and
Remote identification Dial-In User Service (RADIUS)
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have been made to work well in places with limited
resources. Also, identity systems need to be able to grow
as the number of objects linked to CPS and IoT networks
rises. Because of this, shared identification systems were
created so that devices can log in with more than one
recognized authority to get to different resources.

D. Challenges and future directions in authentication for
CPS and IoT security

Authentication is important for keeping wireless contact
safe in CPS and 10T, but there are still some problems to
solve. It can be hard to keep track of security keys like
digital certificates or PSKSs. It gets harder to keep track of
these passwords as the number of devices in CPS and loT
networks rises. This problem will need to be fixed in
future security systems by making it easier to handle
credentials. Another problem is that attacks can be made
on login systems. Man-in-the-middle attacks can be used
to read verification messages, and brute-force attacks can
be used to guess PSKs. To lessen these risks, future
authentication systems will need to include strong security
features like ongoing authentication and multi-factor
authentication. Also, as CPS and 10T networks link to each
other more, identification will need to cover more than just
devices. It will also need to cover connections between
systems and services. Standardized verification methods
that can be used in many areas and applications will need
to be made in order to do this. Identification is a very
important part of keeping digital contact safe in CPS and
I0T. Organizations can make sure that their CPS and IoT
networks work safely and reliably by tackling the
problems and looking into where identification is going in
the future.

5. Challenges and Future Directions

A. Limitations of existing security solutions for wireless
communication in CPS and loT

There are some problems with the security methods that
are already in place for radio communication in Cyber-
Physical Systems (CPS) and the Internet of Things (10T).
One big problem is that security methods and processes
are not standardized or able to work with each other. It can
be hard to set up safe contact between different settings
because different gadgets and systems may use different or
private security solutions.

Another problem is that encryption and identification
methods may not work well with loT devices that don't
have a lot of resources. Traditional identification and
encryption methods may put a lot of extra work on these
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devices' computers, which could slow them down and
drain their batteries faster. Because of this, we need
security options that are small, light, and low-power, and
that work with 10T devices.

Also, the security solutions we have now might not be able
to handle new threats like insider attacks and supply chain
weaknesses. Insider attacks, in which approved users take
advantage of their access to break security, are a major
threat to CPS and IoT systems. Similar to this, supply
chain weaknesses, in which harmful parts are added to the
chain, can make devices and networks less safe.

B. Emerging threats and vulnerabilities in CPS and loT
environments

A lot of new dangers and weaknesses are making CPS and
IoT settings more and more exposed. 10T botnets are
becoming more common, which can be used to start large-
scale distributed denial-of-service (DDoS) attacks or help
people steal data. These botnets use the large number of
unprotected 10T devices that are linked to the internet to
do bad things.

Another new threat is taking advantage of flaws in the
software and hardware that are used in CPS and loT
devices. Attackers can get into devices or change how they
work by taking advantage of flaws in the software. Also,
flaws in software parts like operating systems and libraries
can be used to break into CPS and loT systems and make
them less secure. Also, the fact that CPS and 10T systems
are becoming more connected and dependent on each
other creates new attack areas and routes. Attackers can
use flaws in systems that are linked together to plan joint
strikes or get into important assets. This shows how
important it is to use security methods that look at the
whole ecosystem of gadgets and systems that are linked to
each other.

6. Conclusion

Cyber-Physical Systems (CPS) and the Internet of Things
(1oT) need a complete method to secure radio
communication. This is because the problem is
complicated and has many parts. Through this paper,
we've talked about how encryption methods, identity
systems, and safe protocols are needed to keep data
private, secure, and accessible in CPS and 10T settings. It
is very important to use encryption methods like AES and
lightweight cryptography to send data over wireless
networks securely. This keeps private information safe.
Authentication tools, like PKI and digital signatures, help
make sure that the devices and organizations
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communicating are who they say they are. This stops
people who aren't supposed to be there from getting in and
makes sure that the data is correct. Safe contact is made
possible by secure methods like TLS and SSH, which stop
people from listening in or messing with the messages.
Even though encryption techniques and identification
methods have come a long way, there are still some
problems that need to be solved. Some of these are
managing login  passwords, making sure that
authentication systems are not easy to hack, and the need
for uniform security standards. Plus, new threats like loT
botnets and weak spots in the supply chain create new
problems that need to be fixed. To make sure that CPS and
IoT wireless contact is safer, companies should use a
multi-layered security method that includes encryption,
identification, secure protocols, and training for
employees. To successfully deal with the complicated
issues of CPS and loT security, all parties involved must
also work together.
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