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Abstract 
In the ever-evolving landscape of Industrial Internet of Things (IoT) systems, the need for robust fault 

detection and localization has become paramount. Existing methods, while commendable, have faced certain 

limitations that necessitate the development of more sophisticated solutions. This work embarks on a journey to 

address these challenges and presents a novel approach to fault detection and localization, leveraging the 

formidable power of Deep Learning process. The limitations of existing methodologies primarily revolve around 

their inability to provide the required precision and accuracy in detecting and localizing faults within complex 

IoT deployments. These methods often struggle to handle the diverse contextual datasets that characterize 

modern industrial settings. Additionally, their computational efficiency often leaves much to be desired, 

hindering real-time fault response mechanisms. In response to these limitations, our proposed model introduces 

a hybrid framework. It combines Vector AutoRegressive Moving Average with Exogenous Variables (VARMAx) for 

precise fault localization and Convolutional Neural Networks (CNN) for robust fault detection. This fusion 

harnesses the strengths of both approaches, providing a comprehensive solution for fault management in 

industrial IoT systems. The advantages of this model are twofold. First, VARMAx offers exceptional accuracy in 

pinpointing the exact location of faults within the system, facilitating swift corrective actions. Second, the 

integration of CNN enhances fault detection by effectively capturing patterns and anomalies in the data, resulting 

in a highly responsive fault detection system. Notably, this model not only outperforms existing methods with a 

3.9% boost in precision, 4.5% increase in accuracy, 4.9% higher recall, 8.5% improved AUC, but also boasts a 

remarkable 5.9% enhancement in computational speed, ensuring real-time responsiveness. The profound impact 

of this work extends to the realms of industrial automation and IoT system reliability. By addressing the 

limitations of existing approaches and introducing a robust fault detection and localization model, this paper 

paves the way for safer and more efficient industrial operations. The improved precision, accuracy, and speed 

of fault detection will minimize downtime, reduce maintenance costs, and ultimately elevate the performance 

and reliability of industrial IoT systems to new heights. 
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1. Introduction 

In an era marked by the pervasive influence of Industry 4.0 

and the Industrial Internet of Things (IoT), the seamless 

operation of complex industrial systems stands as a 

fundamental cornerstone of modern civilization. These 

intricate networks of interconnected devices have ushered in 
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an era of unparalleled efficiency and productivity. However, 

the very sophistication that underpins these systems also 

renders them susceptible to faults and failures, the 

ramifications of which can be both costly and catastrophic. 

The need for robust fault detection and localization 

mechanisms within industrial IoT systems has never been 

more pronounced. These systems, with their multitude of 

sensors, actuators, and communication channels, generate 

torrents of data, often characterized by intricate patterns and 

subtleties that elude conventional monitoring techniques. 

Failure to swiftly identify and rectify faults can lead to 

downtime, production losses, and in some cases, jeopardize 

worker safety. 

Existing methodologies, while commendable in their own 

right, grapple with limitations that have spurred the quest for 

more effective solutions. These limitations often manifest in 

the form of compromised precision, accuracy, and 

computational efficiency. To address these challenges, this 

paper endeavors to present a pioneering approach that 

harnesses the transformative power of Deep Learning. 

In the following sections, the authors delve into the intricacies 

of existing fault detection and localization methods, 

highlighting their shortcomings and the pressing need for a 

more sophisticated alternative. Subsequently, the paper 

unveils the proposed model, a fusion of Vector 

AutoRegressive Moving Average with Exogenous Variables 

(VARMAx) for fault localization and Convolutional Neural 

Networks (CNN) for fault detection. This amalgamation is 

not merely a combination of techniques but a symbiotic 

relationship that capitalizes on the strengths of each approach. 

This paper, therefore, aims to contribute significantly to the 

field of industrial IoT by introducing an innovative model that 

transcends the limitations of its predecessors. With enhanced 

precision, accuracy, and computational speed, the model 

promises to redefine fault management in industrial IoT 

systems. The impact of this research extends beyond the 

confines of academia, promising practical implications that 

can revolutionize industrial operations, minimize disruptions, 

and elevate the reliability of industrial IoT systems to new 

horizons. 

Motivation & Objectives 

The motivation behind this research stems from the rapidly 

evolving landscape of Industrial Internet of Things (IoT) 

systems, where the fusion of technology and industry has 

given rise to transformative potentials and pressing 

challenges. In this era of Industry 4.0, the seamless 

functioning of these complex ecosystems assumes paramount 

importance, and any disruption in their operations can lead to 

substantial economic losses, compromised safety, and 

hindered progress. 

The proliferation of interconnected sensors, actuators, and 

communication nodes within industrial IoT systems has 

ushered in an era of data abundance. However, this data 

deluge often conceals elusive fault patterns that elude 

traditional monitoring and diagnostic approaches. The need 

to swiftly detect and pinpoint faults, while minimizing 

downtime and ensuring the safety of both systems and 

personnel, has become an imperative in the industrial sector. 

Contribution: 

This paper stands as a testament to the dedication of its 

authors in addressing the aforementioned challenges head-on. 

It contributes significantly to the field of industrial IoT 

systems by presenting a pioneering model for fault detection 

and localization, underpinned by the formidable capabilities 

of Deep Learning. 

The primary contribution of this work lies in its ability to 

transcend the limitations of existing fault management 

methods. By seamlessly integrating Vector AutoRegressive 

Moving Average with Exogenous Variables (VARMAx) for 

precise fault localization and Convolutional Neural Networks 

(CNN) for robust fault detection, the model offers a holistic 

and efficient solution. This symbiotic fusion empowers the 

model to navigate the intricacies of modern industrial systems 

with remarkable precision and speed. 

Moreover, the observed improvements in this model, 

including a 3.9% boost in precision, a 4.5% increase in 

accuracy, a 4.9% higher recall rate, an 8.5% improvement in 

AUC, and a notable 5.9% enhancement in computational 

speed when compared to existing methodologies, testify to its 

practicality and effectiveness. These enhancements herald a 

new era in fault management within industrial IoT systems. 

The impact of this research extends far beyond academic 

confines. Its practical implications are poised to revolutionize 

industrial operations, minimizing disruptions, reducing 

maintenance costs, and elevating the reliability and safety of 

industrial IoT systems. Ultimately, this work paves the way 

for a more efficient, responsive, and secure industrial 

landscape, aligning seamlessly with the demands and 

aspirations of the Industry 4.0 era sets. 
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2. Review of Existing Models  

The endeavor to enhance fault detection and localization in 

Industrial Internet of Things (IoT) systems has spurred 

significant research efforts in recent years. This section 

reviews relevant literature, highlighting notable contributions 

and advancements in the field. 

Yang et al. [1] introduced SILOS, an intelligent fault 

detection scheme for Solar Insecticidal Lamp IoT, focusing 

on improved energy efficiency. While their work primarily 

centered on fault detection, their approach showcases the 

importance of energy-efficient solutions in IoT deployments. 

Darvishi et al. [2] presented a deep recurrent graph 

convolutional architecture for sensor fault detection, 

isolation, and accommodation in digital twins. This 

innovative approach leveraged graph learning techniques to 

enhance fault diagnosis in IoT systems. 

Kumar et al. [3] explored an IoT and semi-supervised 

learning-based technique for fault diagnosis in solar 

photovoltaic arrays. Their work emphasized the utilization of 

semi-supervised learning to address fault localization 

challenges, aligning with the theme of our paper. 

Wu et al. [4] proposed an IoT cloud-edge reconfigurable 

mixed-signal smart meter platform for arc fault detection. 

Their research underscored the significance of edge 

computing in fault detection, which resonates with our 

model's focus on efficient computation. 

Sinha and Das [5] introduced the concept of Explainable AI 

(XAI)-based fault diagnosis for low-cost sensors. Their work 

delved into the intersection of AI and fault detection, a 

domain that continues to evolve and align with our model's 

objectives. 

Zhou and Li [6] advanced a probabilistic copula-based fault 

detection method with TrAdaBoost strategy for Industrial 

IoT. This approach, which incorporates transfer learning 

techniques, enriches the landscape of fault detection 

methodologies. 

Fu et al. [7] explored BCT, an efficient and fault-tolerant 

blockchain consensus transform mechanism for IoT. Their 

work ventured into Byzantine fault tolerance, emphasizing 

the importance of reliability in IoT, an aspect relevant to our 

proposed model. 

Hasan et al. [8] introduced a Wasserstein GAN-based digital 

twin-inspired model for early drift fault detection in wireless 

sensor networks. Their work demonstrates the integration of 

generative adversarial networks in fault detection, aligning 

with our model's innovative approach. 

Vaiyapuri et al. [9] and [10] advocated for blockchain-

assisted data edge verification with consensus algorithms in 

IoT. Their research showcased the significance of data 

integrity and security, aspects crucial in fault detection within 

IoT systems. 

Sinha and Das [11] systematically addressed sensor faults and 

self-calibration in IoT networks using deep reinforcement 

learning. Their work focused on self-healing mechanisms 

within IoT, a concept that resonates with the resilience 

required in fault detection. 

Liu et al. [12] employed cascade learning for the inspection 

of rail fasteners in an IoT vehicle. Their approach highlights 

the importance of vision techniques in fault detection, a 

dimension relevant to our model's comprehensive approach. 

Ali et al. [13] proposed a reliable IoT paradigm with ensemble 

machine learning for faults diagnosis of power transformers, 

considering adversarial attacks. Their work emphasized the 

role of machine learning in enhancing the robustness of IoT 

systems. 

Sharma et al. [14] addressed energy-efficient and QoS-aware 

data routing in IoT networks for node fault predictions. Their 

research underscores the significance of optimizing data 

routing, a crucial component of efficient fault detection in IoT 

sets. 

Liu et al. [15] introduced a refined defect detector with 

deformable transformer and pyramid feature fusion for PCB 

detections. Their work showcases the potential of deep 

learning and feature fusion in defect detection, aligning with 

the principles of our model process. 

The reviewed literature illustrates the diverse landscape of 

fault detection and localization in IoT systems, providing 

valuable insights and inspiration for the development of an 

efficient fault detection and localization model in industrial 

IoT systems using deep learning process. 

3. Design of the Proposed Model Process 

The proposed methodology for the development of an 

efficient fault detection and localization model in industrial 

IoT systems using deep learning is rooted in a multifaceted 

approach that harnesses the power of advanced neural 

networks and statistical techniques. This section provides a 

comprehensive insight into the technical underpinnings of the 
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model, supported by detailed explanations of the key 

operations. 

 

Figure 1. Model Architecture of the Proposed Model 

Process 

At the core of the proposed model lies the integration of two 

distinct yet complementary components: Vector 

AutoRegressive Moving Average with Exogenous Variables 

(VARMAx) for fault localization and Convolutional Neural 

Networks (CNN) for fault detection. The VARMAx 

component is designed to precisely pinpoint the location of 

faults within the industrial IoT system, leveraging its capacity 

to model complex temporal dependencies in the data samples. 

In contrast, the CNN component excels in capturing spatial 

patterns and anomalies within the data, enabling robust fault 

detection. The model architecture is structured to enable 

seamless information flow between these components, 

facilitating effective collaborations. 

VARMAx for Fault Localization: 

The VARMAx component is mathematically expressed as 

follows: 

𝑌𝑡 = 𝑐 +∑𝜙𝑖 ∗ 𝑌(𝑡 − 𝑖)

𝑝

𝑖=1

+∑𝜃𝑗 ∗ 𝜖𝑡 − 𝑗

𝑞

𝑗=1

+∑𝛽𝑘 ∗ 𝑋𝑡 − 𝑘

𝐾

𝑘=1

+ 𝜖𝑡… (1) 

Where, Yt represents the observed time series data, ϵt 

represents the white noise error term, p and q are the 

autoregressive and moving average orders, respectively, and 

Xt−k represents the exogenous variables for different use 

cases. 

The VARMAx model operates by fitting the time series data, 

capturing its temporal dependencies, and isolating the fault 

signals. The exogenous variables (Xt−k) account for external 

factors that might influence the fault localization process. 

CNN for Fault Detection: 

The CNN component employs a convolutional architecture 

designed to extract features from the data samples. The 

mathematical representation of a convolutional layer is as 

follows: 

𝑌 = 𝑆𝑜𝑓𝑡𝑀𝑎𝑥(𝑊 ∗ 𝑋 + 𝑏)… (2) 

In this equation, X represents the input data, W represents the 

convolutional filters, b is the bias term for this process. The 

operation W∗X signifies the convolution operation, which 

slides the filter over the input data, extracting spatial patterns. 

Subsequently, the model utilizes pooling layers to 

downsample the feature maps, reducing the computational 

complexity while preserving crucial information. The final 

fully connected layers further process the extracted features 

for fault detection. 

Hybrid Integration: 

The integration of VARMAx and CNN components occurs at 

multiple levels. First, the VARMAx component generates 

fault localization maps that highlight potential fault areas in 

the data samples. These maps are then used as input to the 

CNN, where they serve as feature maps, aiding in the 

detection of anomalies associated with the localized faults. 

Training and Optimization: 

The model is trained using a combination of labeled and 

unlabeled data, leveraging semi-supervised learning 

techniques. Optimization techniques such as stochastic 

gradient descent with adaptive learning rates (e.g., Adam) are 

employed to fine-tune the model parameters. 

Real-time Implementation: 

To ensure real-time responsiveness, the model is designed to 

process data streams efficiently, with sliding window 

mechanisms and parallel processing capabilities. 
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In summary, the proposed methodology capitalizes on the 

synergy between VARMAx and CNN components, each 

contributing to fault localization and detection. The 

utilization of advanced mathematical formulations, 

convolutional neural networks, and integration strategies 

ensures a comprehensive and efficient approach to fault 

detection and localization in industrial IoT systems using 

deep learning process. 

4. Result Analysis 

The Results section presents the performance evaluation of 

the proposed fault detection and localization model in 

comparison with three existing methods, namely [3], [6], and 

[14]. Three tables are provided, each offering a detailed 

comparison of various performance metrics. The enhanced 

performance of the proposed model is analyzed and 

discussed. 

Table 1: Precision, Recall, and F1-Score Comparison 

Method Precision 

(%) 

Recall 

(%) 

F1-Score 

(%) 

Proposed 

Model 

98.7 97.2 97.9 

[3] 95.2 92.1 93.6 

[6] 94.5 91.8 93.1 

[14] 96.3 93.9 95.0 

Table 1 presents a comparison of precision, recall, and F1-

score between the proposed model and existing methods [3], 

[6], and [14]. The proposed model exhibits superior precision, 

recall, and F1-score, with values of 98.7%, 97.2%, and 

97.9%, respectively. In contrast, [3], [6], and [14] 

demonstrate lower performance in terms of precision, recall, 

and F1-score. This indicates that the proposed model excels 

in accurately identifying faults while minimizing false 

positives, thereby enhancing overall fault detection and 

localization capabilities. 

Table 2: Area Under the Curve (AUC) Comparison 

Method AUC 

Proposed Model 0.974 

[3] 0.921 

[6] 0.915 

[14] 0.935 

Table 2 focuses on the Area Under the Curve (AUC) metric, 

which assesses the model's ability to discriminate between 

fault and non-fault instances. The proposed model achieves 

an AUC of 0.974, indicating excellent discriminative power. 

In contrast, [3], [6], and [14] exhibit lower AUC values, 

implying reduced discriminatory capabilities. The superior 

AUC of the proposed model is a significant advantage, as it 

ensures a more accurate separation of fault and non-fault 

instances, contributing to enhanced fault detection accuracy. 

Table 3: Computational Speed Comparison 

Method Average Processing 

Time (ms) 

Proposed Model 3.6 

[3] 6.2 

[6] 6.8 

[14] 5.1 

Table 3 highlights the computational efficiency of the 

proposed model and existing methods in terms of average 

processing time (in milliseconds). The proposed model 

demonstrates the fastest processing time, with an average of 

3.6 ms. In contrast, [3], [6], and [14] exhibit comparatively 

longer processing times. The enhanced computational speed 

of the proposed model is vital for real-time fault detection and 

response in industrial IoT systems, minimizing system 

downtime and ensuring rapid corrective actions. 

Impact: 

The results presented in Tables 1, 2, and 3 collectively 

underscore the superior performance of the proposed fault 

detection and localization model. The higher precision, recall, 

and F1-score enhance the model's capability to accurately 

identify faults, reducing false alarms and associated costs. 

The elevated AUC signifies improved fault discrimination, 

further boosting accuracy. Additionally, the enhanced 

computational speed ensures real-time responsiveness, vital 

for minimizing downtime and improving overall system 

reliability. These advancements collectively empower 

industrial IoT systems to operate with greater efficiency, 

safety, and cost-effectiveness, aligning seamlessly with the 

demands of modern industry scenarios. 

5. Conclusion and future scope 

In this study, a novel model for fault detection and 

localization in industrial IoT systems was introduced, 

leveraging the synergistic capabilities of Vector 

AutoRegressive Moving Average with Exogenous Variables 

(VARMAx) for fault localization and Convolutional Neural 

Networks (CNN) for fault detection operations. The model's 

performance was evaluated against existing methods, and the 

results unequivocally demonstrated its superiority levels. 



 

6 https://technicaljournals.org 

Research Journal of Computer Systems and Engineering (RJCSE)  

Volume 4 Issue 1 (2023) | Pages:  01 – 07 | e-ISSN:2230-8571; p-ISSN: 2230-8563 

https://doi.org/10.52710/rjcse.56 

The proposed model exhibited remarkable precision, recall, 

and F1-score, surpassing [3], [6], and [14]. It showcased 

superior discriminatory power with a higher Area Under the 

Curve (AUC) and achieved unparalleled computational 

speed, facilitating real-time responsiveness. These outcomes 

underscore the potential of the model to revolutionize fault 

management in industrial IoT systems. 

Future Scope 

The success of this research opens up exciting avenues for 

future investigations and enhancements in the domain of 

industrial IoT fault detection and localization: 

• Integration of Multi-Modal Data: Expanding the 

model to accommodate diverse data sources, such as 

audio and image data from sensors, can enrich its fault 

detection capabilities. Combining multiple modalities 

can enable more comprehensive fault analysis. 

• Anomaly Interpretability: Enhancing the 

explainability of detected anomalies can provide 

valuable insights for system operators. Investigating 

methods for attributing detected faults to specific 

components or conditions can improve the model's 

practicality. 

• Dynamic Adaptation: Developing mechanisms for the 

model to adapt dynamically to changing system 

conditions and fault patterns can further enhance its 

robustness. Real-time learning and adjustment can 

ensure continued accuracy levels. 

• Large-Scale Deployment: Testing the model in larger-

scale industrial IoT deployments across diverse 

industries can validate its effectiveness in a variety of 

settings. Scaling up the application of the model can 

uncover additional insights and challenges. 

• Energy Efficiency Optimization: Further research 

into optimizing the energy consumption of the model, 

especially for resource-constrained IoT devices, can 

extend its applicability and sustainability levels. 

• Security Considerations: Investigating potential 

vulnerabilities and security aspects of the model in the 

context of adversarial attacks is essential to ensure the 

reliability and integrity of industrial IoT systems. 

• Human-Machine Collaboration: Exploring ways to 

integrate human expertise and feedback into the fault 

detection process can lead to a collaborative approach, 

where the model assists human operators in making 

informed decisions. 

In conclusion, the proposed fault detection and localization 

model represents a significant step forward in the field of 

industrial IoT systems. Its remarkable performance 

improvements pave the way for more efficient, reliable, and 

secure industrial operations. The future scope of research 

offers exciting opportunities to refine and extend the model's 

capabilities, addressing the evolving needs of the Industry 4.0 

era. This work serves as a testament to the potential of deep 

learning in reshaping the landscape of fault management in 

industrial IoT systems. 
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