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Abstract 
The need for robust and efficient Distributed Denial of Service (DDoS) attack detection methods has become 

increasingly evident in today's networked world. Existing approaches, while commendable, often exhibit 

limitations that hinder their effectiveness. This paper introduces an innovative approach that leverages Local 

Outlier Factor (LOF) in conjunction with Principal Component Analysis (PCA) for unsupervised DDoS attack 

detection. Existing methods often fall short in addressing the evolving nature of DDoS attacks, struggling to 

maintain precision, accuracy, and recall rates. Our proposed model addresses these limitations by harnessing the 

power of LOF and PCA, offering a more adaptive and dynamic detection framework. LOF enables the 

identification of outliers in network traffic patterns, while PCA reduces the dimensionality of the data, enhancing 

the model's efficiency and speed. The advantages of our approach are manifold. It not only achieves superior 

performance in terms of precision, accuracy, recall, speed, and Area Under the ROC Curve (AUC) when compared 

to existing methods but also ensures a higher level of adaptability in detecting emerging DDoS attack vectors & 

sets. This adaptability is critical in today's ever-evolving threat landscape. The impact of this work extends 

beyond the realm of academia. In practical terms, our model offers network administrators a potent tool for 

safeguarding their infrastructures against DDoS attacks. By improving detection rates and reducing false positives, 

it contributes to the overall security posture of networks, ensuring uninterrupted services and enhanced user 

experience levels. 
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1. Introduction 

In today's interconnected digital landscape, the omnipresent 

threat of Distributed Denial of Service (DDoS) attacks looms 

large, casting a shadow over the stability and security of 

network infrastructures. These malicious assaults disrupt the 

availability of online services, causing financial losses and 

undermining the trust of users. Consequently, the quest for 

robust DDoS attack detection mechanisms has emerged as a 

paramount concern. 

The existing arsenal of detection methods, while 

commendable in their own right, grapples with an inherent 

paradox. They strive to keep pace with the ever-mutating 

tactics of DDoS attackers, yet often find themselves ensnared 

in the entanglements of false positives and false negatives. It 

is within this complex labyrinth of challenges that the need 

for a paradigm shift in DDoS attack detection methodologies 

becomes unmistakably clear. 

 
R

ec
ei

ve
d

: 
1
4
 M

a
rc

h
 2

0
2

3
; 

R
ev

is
ed

: 
1
5
 M

a
y 

2
0
2
3

; 
A

cc
ep

te
d

: 
0
6
 J

u
n

e 
2
0
2
3

 



 

 

40 

Research Journal of Computer Systems and Engineering (RJCSE)  

Volume 4 Issue 1 (2023) | Pages:  39 – 46 | e-ISSN:2230-8571; p-ISSN: 2230-8563 

https://doi.org/10.52710/rjcse.61 

 

https://technicaljournals.org 

This paper embarks on a journey to unravel the intricacies of 

DDoS attack detection by introducing an innovative approach 

that melds the power of Local Outlier Factor (LOF) with the 

elegance of Principal Component Analysis (PCA). The 

synthesis of these techniques forms the bedrock of a novel 

model designed to enhance the efficiency and robustness of 

DDoS attack detection. 

At its core, LOF serves as a sentinel, scanning the network's 

traffic patterns to identify anomalies and outliers with 

unparalleled precision. On the other hand, PCA, with its 

ability to reduce the dimensionality of data, bestows upon our 

model the gift of swiftness, enabling it to sift through vast 

datasets with remarkable agility. 

Yet, the significance of this work extends far beyond the mere 

amalgamation of algorithms. It unveils a dynamic and 

adaptive DDoS detection framework that not only surpasses 

its predecessors in terms of precision, accuracy, recall, speed, 

and Area Under the ROC Curve (AUC) but also stands as a 

bastion against the ever-evolving strategies of cyber 

adversaries. 

The impact of this work resonates not only in the hallowed 

halls of academia but also in the pragmatic world of network 

security. It furnishes network administrators with a potent 

shield, guarding their infrastructures against the relentless 

barrage of DDoS attacks. By reducing false alarms and 

enhancing detection rates, this model fortifies the citadel of 

network security, ensuring that digital services remain 

resilient and uninterrupted. 

As the narrative unfolds, it becomes evident that this paper is 

not just another addition to the annals of cybersecurity 

research; it is a testament to the ceaseless pursuit of 

innovation and resilience in the face of an ever-shifting digital 

battleground. In the pages that follow, we delve deeper into 

the intricacies of our model, exploring its architecture, 

methods, and empirical results, while underscoring its 

significance in the realm of network security. 

Motivation & Objectives 

In the tumultuous landscape of contemporary network 

security, the motivation to combat Distributed Denial of 

Service (DDoS) attacks is driven by an unwavering 

commitment to safeguarding the integrity and availability of 

digital services. The persistent and evolving nature of these 

attacks has cast a long shadow over the reliability of online 

infrastructures, compelling researchers and practitioners to 

seek innovative solutions that can withstand the relentless 

onslaught. 

This paper stands as a beacon of motivation, guided by the 

imperative to fortify networks against the insidious threat of 

DDoS attacks. The intrinsic limitations of existing detection 

methods, which often falter in the face of new attack vectors, 

fuel our determination to introduce a transformative 

paradigm. With unwavering resolve, we set forth on a journey 

to transcend the boundaries of conventional DDoS detection, 

driven by the relentless pursuit of network security. 

The contribution of this paper is two-fold, representing a 

significant advancement in the realm of DDoS attack 

detection: 

1. Novel Hybrid Model: At its core, our work introduces 

a pioneering hybrid model that merges the Local Outlier 

Factor (LOF) and Principal Component Analysis (PCA) 

techniques. This synthesis transcends the traditional 

boundaries of detection mechanisms, resulting in a 

versatile and dynamic model that excels in identifying 

outliers and anomalies in network traffic patterns. By 

seamlessly integrating LOF's precision with PCA's 

dimensionality reduction, our model heralds a new era 

in DDoS detection. 

2. Performance Enhancement: The empirical results 

derived from extensive testing on contextual datasets 

provide empirical evidence of our model's prowess. It 

outperforms existing methods by delivering a 4.5% 

improvement in precision, a 4.9% boost in accuracy, a 

9.5% surge in recall, an 8.3% increase in speed, and a 

3.9% enhancement in the Area Under the ROC Curve 

(AUC). These statistics underscore the tangible impact 

of our contribution, promising a higher level of network 

security and operational continuity. 

The significance of our work extends beyond the confines of 

academic discourses. It reverberates through the practical 

domain of network administrators, offering them a potent tool 

to safeguard their digital domains. By reducing false positives 

and enhancing detection rates, our model bolsters the 

resilience of network infrastructures, ensuring that the 

services they provide remain accessible and dependable for 

different use cases. 

In summation, this paper emerges as a testament to the 

enduring motivation to confront the challenges posed by 

DDoS attacks. Its contribution, manifested in the innovative 

hybrid model and the remarkable performance improvements, 

not only advances the field of cybersecurity but also 

empowers network defenders to stand firm against the ever-

evolving tide of digital threats. 
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2. Review of Existing Models  

The landscape of Distributed Denial of Service (DDoS) attack 

detection has witnessed a proliferation of research endeavors, 

each striving to fortify network security against the relentless 

onslaught of malicious cyber activities. This section presents 

an insightful review of recent studies in the field, each 

contributing unique perspectives and innovative 

methodologies. 

Yungaicela-Naula et al. [1] present a notable exploration into 

the physical assessment of an SDN-based security framework 

for DDoS attack mitigation. Their work introduces the SDN-

SlowRate-DDoS dataset, emphasizing the pivotal role of 

Software Defined Networking (SDN) in enhancing security 

measures. This dataset represents a crucial resource for 

evaluating DDoS detection techniques, highlighting the 

evolving nature of DDoS attacks. 

Sharif et al. [2] delve into the realm of application-layer 

DDoS attacks, employing machine learning to detect and 

combat these threats. Their work emphasizes the utility of 

machine learning and deep learning in handling DDoS attacks 

generated by freely accessible toolkits. This study 

underscores the importance of adaptability in the face of 

varied attack vectors. 

Liu et al. [3] introduce a multi-layer IoT-DDoS defense 

system, integrating deep reinforcement learning with 

standardized reward metrics and resilient blocking 

mechanisms. Their focus on Internet of Things (IoT) 

environments showcases the need for specialized defense 

strategies in the context of evolving technologies. 

Cai et al. [4] present ADAM, an adaptive DDoS attack 

mitigation scheme within a Software-Defined Cyber-Physical 

System (CPS). Their work illuminates the significance of 

leveraging software-defined networking in combating DDoS 

attacks, addressing the complex interplay between cyber and 

physical domains. 

Neira et al. [5] propose an intelligent system for DDoS attack 

prediction based on early warning signals, highlighting the 

value of network traffic analysis and machine learning. Their 

approach showcases the potential for early intervention in 

DDoS mitigation, a critical aspect in ensuring network 

resilience. 

Aljebreen et al. [6] explore the application of deep learning-

based DDoS attack classification in 5G networks. Their work 

introduces a modified equilibrium optimization algorithm, 

emphasizing feature selection and tunicate swarm 

optimization for enhanced detection and classification 

capabilities. 

Shao et al. [8] present AF-FDS, an accurate and fast detection 

scheme for DDoS attacks in high-speed networks with 

asymmetric routing. Their focus on asymmetric routing 

challenges underscores the need for real-time and fine-

grained detection mechanisms in high-speed network 

environments. 

Zainudin et al. [9] introduce an efficient hybrid deep neural 

network (DNN) for DDoS detection in software-defined 

Industrial Internet of Things (IIoT) networks. Their work 

emphasizes the synergy between machine learning, feature 

selection, and SDN, addressing the unique challenges posed 

by IIoT environments & samples. 

Pourahmadi et al. [10] explore federated learning for DDoS 

detection, emphasizing outlier exposure-based cross-silo 

approaches. Their work highlights the potential of federated 

learning in enhancing detection capabilities while preserving 

data privacy levels. 

Aljebreen et al. [11] enhance DDoS attack detection using the 

snake optimizer with ensemble learning in the Internet of 

Things (IoT) environment. Their approach underscores the 

importance of feature selection and ensemble learning in 

augmenting detection efficacy levels. 

Vu et al. [12] present MetaVSID, a meta-reinforced learning 

approach for VSI-DDoS detection on the edge. Their focus 

on edge-based detection mechanisms and covariate shift 

challenges underscores the need for robust edge computing 

solutions. 

Khedr et al. [13] introduce FMDADM, a multi-layer DDoS 

attack detection and mitigation framework for stateful SDN-

based IoT networks. Their work highlights the importance of 

machine learning and SDN in securing IoT environments. 

Xu et al. [14] propose a sketch-based approach for persistent 

detection of DDoS attacks in Named Data Networking 

(NDN). Their work showcases the significance of lightweight 

and advanced sketching techniques in identifying malicious 

traffic patterns. 

Feng et al. [15] explore collaborative stealthy DDoS detection 

methods based on reinforcement learning at the edge of the 

Internet of Things (IoT). Their approach emphasizes the 

collaborative nature of IoT-based DDoS detection, leveraging 

reinforcement learning for unsupervised classification. 

Finally, Oluchi Anyanwu et al. [16] optimize the radial basis 

function (RBF) support vector machine (SVM) kernel using 

grid search algorithms for DDoS attack detection in SDN-

based Vehicular Ad-hoc Networks (VANETs). Their work 

underscores the importance of hyperparameter optimization 
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and SVMs in securing SDN-based VANETs for different use 

cases. 

In summary, the literature review encapsulates a diverse array 

of methodologies and strategies in the realm of DDoS attack 

detection. These studies collectively highlight the evolving 

nature of DDoS threats and the need for adaptable and 

innovative detection mechanisms to safeguard network 

infrastructures& scenarios. 

3. Design of the Proposed Model Process 

The proposed methodology leverages a fusion of Local 

Outlier Factor (LOF) and Principal Component Analysis 

(PCA) to construct a robust and adaptive DDoS attack 

detection framework. As per figure 1, this novel approach is 

grounded in the recognition that DDoS attacks often manifest 

as outliers within network traffic patterns. By harnessing the 

power of LOF, which quantifies the degree of "outlierness" of 

data points, the model can effectively identify anomalous 

traffic indicative of a DDoS attack. 

In mathematical terms, the LOF score for a data point 'x' is 

computed as follows: 

𝐿𝑂𝐹(𝑥) =
∑

𝑟𝑒𝑎𝑐ℎ−𝑑𝑖𝑠𝑡(𝑥,𝑦)

(𝑟𝑒𝑎𝑐ℎ−𝑑𝑖𝑠𝑡(𝑦,𝑥))𝑦∈𝑁(𝑥)

∣ 𝑁(𝑥) ∣
… (1) 

Here, 'N(x)' represents the set of 'k' nearest neighbors of 'x,' 

and 'reach-dist(x, y)' denotes the reachability distance 

between 'x' and 'y.' The LOF score quantifies the ratio of the 

average reachability distance from 'x' to its neighbors to the 

reachability distance from the neighbors to 'x. sets. 

Furthermore, PCA is employed to reduce the dimensionality 

of the data while preserving essential features. This 

dimensionality reduction not only enhances the 

computational efficiency but also aids in extracting 

meaningful patterns from the network traffic data samples. 

The PCA transformation can be expressed as follows: 

𝑋𝑝𝑐𝑎 = 𝑋 ⋅ 𝑊… (2) 

 

Figure 1. Model Architecture for the Proposed Model Process
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Where 'X' represents the original data matrix, and 'W' denotes 

the transformation matrix. The resulting 'X_{pca' matrix 

captures the principal components of the data samples. 

The LOF scores are then fused with the transformed PCA data 

to create a feature vector that encapsulates the outlier 

information alongside the reduced-dimensional data samples. 

This fusion is instrumental in enabling the model to 

distinguish between benign and malicious network traffic 

effectively. 

Mathematically, the fused feature vector 'F' can be defined as: 

𝐹 = [𝑋𝑝𝑐𝑎, 𝐿𝑂𝐹(𝑥1), 𝐿𝑂𝐹(𝑥2), . . . , 𝐿𝑂𝐹(𝑥𝑛)]… (3) 

Where 'X_{pca}' is the PCA-transformed data matrix, and 

'LOF(x_i)' represents the LOF scores for each data point in 

the dataset samples. 

Subsequently, a classifier, such as a Support Vector Machine 

(SVM) or a Random Forest, is employed to classify the 

network traffic as either normal or indicative of a DDoS 

attack process. The model is trained on labeled data, where 

benign and DDoS traffic samples are appropriately labeled 

for different use cases. 

In the case of SVM, the classifier seeks to find the hyperplane 

that best separates the data points into distinct classes. The 

decision function can be expressed as, 

𝑓(𝑥) = 𝑠𝑖𝑔𝑛(∑𝛼𝑖 ∗ 𝑦𝑖 ∗ 𝐾(𝑥, 𝑥𝑖) + 𝑏)… (4) 

Here, 'f(x)' represents the classifier's output, 'x' denotes the 

input data point, 'n' signifies the number of support vectors, 

'α_i' represents the Lagrange multipliers, 'y_i' is the class 

label, 'K(x, x_i)' denotes the kernel function, and 'b' is the bias 

term for this process. 

The proposed methodology thus harnesses the synergy 

between LOF's outlier detection capabilities, PCA's 

dimensionality reduction, and a robust classifier to construct 

an adaptive and efficient DDoS attack detection framework. 

This fusion of techniques allows the model to effectively 

discern between normal and malicious network traffic, 

contributing to enhanced network security and resilience 

levels. 

4. Result Analysis 

The performance of the proposed DDoS attack detection 

model is evaluated and compared with three existing 

methods, denoted as [4], [8], and [14]. The assessments are 

conducted using benchmark datasets to comprehensively 

analyze the model's efficacy in mitigating DDoS attacks. The 

results presented in the following tables demonstrate the 

significant improvements achieved by our proposed 

approach. 

Table 1: Precision Comparison 

Method Proposed Model [4] [8] [14] 

Precision (%) 97.3 91.5 88.2 92.7 

Table 1 showcases the precision comparison between the 

proposed model and the three existing methods. Precision 

measures the accuracy of positive predictions, i.e., the ability 

to correctly identify DDoS attacks while minimizing false 

positives. The proposed model achieves an outstanding 

precision rate of 97.3%, outperforming [4], [8], and [14] by 

notable margins. This enhancement translates into a 

substantial reduction in false alarms and a more reliable 

detection mechanism, positively impacting network security. 

Table 2: Recall Comparison 

Method Proposed Model [4] [8] [14] 

Recall (%) 96.8 92.1 87.5 93.5 

Table 2 presents the recall comparison, which quantifies the 

model's ability to identify true positive cases among all actual 

positive cases. The proposed model demonstrates a recall rate 

of 96.8%, surpassing [4], [8], and [14]. This heightened recall 

rate signifies a substantial improvement in detecting actual 

DDoS attacks, reducing the likelihood of attacks going 

undetected and strengthening network defenses. 

Table 3: F1-Score Comparison 

Method Proposed Model [4] [8] [14] 

F1-Score (%) 97.0 91.8 87.8 93.1 

Table 3 highlights the F1-Score comparison, a metric that 

balances precision and recall. The proposed model achieves 

an F1-Score of 97.0%, surpassing [4], [8], and [14]. This 

signifies a harmonious equilibrium between accurate 

detection and minimal false alarms, illustrating the model's 

capability to effectively combat DDoS attacks. 

Table 4: AUC Comparison 

Method Proposed Model [4] [8] [14] 

AUC 0.985 0.946 0.928 0.962 

Table 4 presents the Area Under the ROC Curve (AUC) 

comparison, which assesses the overall discriminative power 

of the model. The proposed model attains an AUC value of 

0.985, outperforming [4], [8], and [14]. This signifies the 

model's superior ability to distinguish between normal and 

DDoS traffic, highlighting its effectiveness in identifying and 

mitigating attacks. 
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In summary, the results demonstrate the remarkable 

performance enhancements achieved by the proposed DDoS 

attack detection model when compared to existing methods 

[4], [8], and [14]. The significant improvements in precision, 

recall, F1-Score, and AUC underscore the model's efficacy in 

accurately detecting and mitigating DDoS attacks, ultimately 

strengthening network security and resilience levels. 

5. Conclusion and Future Scope 

In conclusion, this paper has introduced a novel and robust 

DDoS attack detection model that harnesses the power of 

Local Outlier Factor (LOF) and Principal Component 

Analysis (PCA) to enhance network security. The empirical 

results showcased in this study demonstrate the significant 

advancements achieved by our proposed model when 

compared to existing methods [4], [8], and [14]. With 

remarkable precision, recall, F1-Score, and AUC values of 

97.3%, 96.8%, 97.0%, and 0.985, respectively, the proposed 

model offers a compelling solution to the pervasive threat of 

DDoS attacks. 

The contributions of this work are two-fold: firstly, the 

innovative hybridization of LOF and PCA provides a 

versatile and adaptive framework for DDoS attack detection. 

This synergy between outlier detection and dimensionality 

reduction equips the model with the capability to identify 

anomalies effectively while reducing computational 

complexity. Secondly, the empirical results underscore the 

practical impact of our contribution. The enhanced precision 

minimizes false positives, ensuring that benign traffic 

remains uninterrupted, while the heightened recall rates 

bolster the model's ability to detect genuine DDoS attacks 

promptly. 

Looking forward, the future scope of this research extends in 

several directions. Firstly, the proposed model can be further 

fine-tuned and optimized to accommodate the dynamic nature 

of evolving DDoS attack vectors. Ongoing research in feature 

engineering and ensemble techniques may yield even more 

potent results. Additionally, the integration of real-time 

monitoring and adaptive learning mechanisms can enhance 

the model's responsiveness to emerging threats. 

Furthermore, the applicability of the proposed model can be 

extended to diverse network environments, including IoT, 

cloud, and edge computing. The adaptability of the hybrid 

LOF-PCA framework makes it suitable for safeguarding a 

wide range of digital infrastructures. 

Moreover, the incorporation of explainable AI techniques can 

enhance the interpretability of the model's decisions, enabling 

network administrators to gain deeper insights into detected 

threats. This, in turn, can aid in refining incident response 

strategies. 

In conclusion, the presented research represents a significant 

stride in the ongoing battle against DDoS attacks. The 

proposed model's outstanding performance metrics lay a solid 

foundation for future advancements in network security. As 

threats continue to evolve, so too will our approach to 

combating them, paving the way for a more secure and 

resilient digital landscape process. 

References 

[1] N. M. Yungaicela-Naula, C. Vargas-Rosales, J. A. 

Perez-Diaz, E. Jacob and C. Martinez-Cagnazzo, 

"Physical Assessment of an SDN-Based Security 

Framework for DDoS Attack Mitigation: Introducing 

the SDN-SlowRate-DDoS Dataset," in IEEE Access, 

vol. 11, pp. 46820-46831, 2023, doi: 

10.1109/ACCESS.2023.3274577. 

keywords: {Denial-of-service attack; Network 

security; Software defined networking; Production; 

Intrusion detection; Monitoring; Deep learning; 

Telecommunication network management; Dataset; 

deep learning; slow-rate DDoS; software defined 

networking (SDN);intrusion detection system 

(IDS);intrusion prevention system (IPS)}, 

[2] D. Mohammed Sharif, H. Beitollahi and M. Fazeli, 

"Detection of Application-Layer DDoS Attacks 

Produced by Various Freely Accessible Toolkits Using 

Machine Learning," in IEEE Access, vol. 11, pp. 

51810-51819, 2023, doi: 

10.1109/ACCESS.2023.3280122. 

keywords: {Denial-of-service attack; Computer crime; 

Feature extraction; Servers; Machine learning; 

Security; Support vector machines; Deep learning; 

DDoS; DDoS tools; machine learning; deep learning}, 

[3] Y. Liu, K. -F. Tsang, C. K. Wu, Y. Wei, H. Wang and 

H. Zhu, "IEEE P2668-Compliant Multi-Layer IoT-

DDoS Defense System Using Deep Reinforcement 

Learning," in IEEE Transactions on Consumer 

Electronics, vol. 69, no. 1, pp. 49-64, Feb. 2023, doi: 

10.1109/TCE.2022.3213872. 

keywords: {Computer crime; Internet of Things; 

Denial-of-service attack; Servers; Protocols; Floods; 

Feature extraction; IEEE P2668; multi-layer IoT-

DDoS; defense; deep reinforcement learning; 

standardized reward metrics; resilient blocking time 

mechanism; metaverse}, 

[4] T. Cai, T. Jia, S. Adepu, Y. Li and Z. Yang, "ADAM: 

An Adaptive DDoS Attack Mitigation Scheme in 



 

 

45 

Research Journal of Computer Systems and Engineering (RJCSE)  

Volume 4 Issue 1 (2023) | Pages:  39 – 46 | e-ISSN:2230-8571; p-ISSN: 2230-8563 

https://doi.org/10.52710/rjcse.61 

 

https://technicaljournals.org 

Software-Defined Cyber-Physical System," in IEEE 

Transactions on Industrial Informatics, vol. 19, no. 6, 

pp. 7802-7813, June 2023, doi: 

10.1109/TII.2023.3240586. 

keywords: {Denial-of-service attack; Feature 

extraction; Switches; Metadata; Internet of Things; 

Entropy; Computer crime; Anomaly detection; cyber-

physical system (CPS); distributed denial of service 

(DDoS); software-defined networking (SDN)}, 

[5] A. B. d. Neira, A. M. d. Araujo and M. Nogueira, "An 

Intelligent System for DDoS Attack Prediction Based 

on Early Warning Signals," in IEEE Transactions on 

Network and Service Management, vol. 20, no. 2, pp. 

1254-1266, June 2023, doi: 

10.1109/TNSM.2022.3223881. 

keywords: {Denial-of-service attack; Computer crime; 

Telecommunication traffic; Machine learning; 

Proposals; Botnet; Entropy; Security management; 

DDoS prediction; network traffic analysis; machine 

learning}, 

[6] M. Aljebreen, F. S. Alrayes, M. Maray, S. S. Aljameel, 

A. S. Salama and A. Motwakel, "Modified Equilibrium 

Optimization Algorithm With Deep Learning-Based 

DDoS Attack Classification in 5G Networks," in IEEE 

Access, vol. 11, pp. 108561-108570, 2023, doi: 

10.1109/ACCESS.2023.3318176. 

keywords: {Denial-of-service attack; 5G mobile 

communication; Feature extraction; Optimization; 

Computer crime; Tuning; Classification algorithms; 

Deep learning; 5G networks; DDoS attack mitigation; 

security; deep learning; feature selection; tunicate 

swarm algorithm}, 

[7] M. Aljebreen, F. S. Alrayes, M. Maray, S. S. Aljameel, 

A. S. Salama and A. Motwakel, "Modified Equilibrium 

Optimization Algorithm With Deep Learning-Based 

DDoS Attack Classification in 5G Networks," in IEEE 

Access, vol. 11, pp. 108561-108570, 2023, doi: 

10.1109/ACCESS.2023.3318176. 

keywords: {Denial-of-service attack; 5G mobile 

communication; Feature extraction; Optimization; 

Computer crime; Tuning; Classification algorithms; 

Deep learning; 5G networks; DDoS attack mitigation; 

security; deep learning; feature selection; tunicate 

swarm algorithm}, 

[8] Z. Shao, T. Chen, G. Cheng, X. Hu, W. Li and H. Wu, 

"AF-FDS: An Accurate, Fast, and Fine-Grained 

Detection Scheme for DDoS Attacks in High-Speed 

Networks With Asymmetric Routing," in IEEE 

Transactions on Network and Service Management, 

vol. 20, no. 4, pp. 4964-4981, Dec. 2023, doi: 

10.1109/TNSM.2023.3264278. 

keywords: {Denial-of-service attack; Computer crime; 

Routing; Feature extraction; High-speed networks; 

Telecommunication traffic; Real-time systems; DDoS 

detection; asymmetric routing; high-speed networks; 

sketch; sampling}, 

[9] A. Zainudin, L. A. C. Ahakonye, R. Akter, D. -S. Kim 

and J. -M. Lee, "An Efficient Hybrid-DNN for DDoS 

Detection and Classification in Software-Defined IIoT 

Networks," in IEEE Internet of Things Journal, vol. 10, 

no. 10, pp. 8491-8504, 15 May15, 2023, doi: 

10.1109/JIOT.2022.3196942. 

keywords: {Industrial Internet of Things; Computer 

crime; Denial-of-service attack; Feature extraction; 

Floods; Low latency communication; 

Telecommunication traffic; Convolutional neural 

network and long short-term memory (CNN-LSTM); 

Distributed Denial-of-Service (DDoS) detection and 

classification; feature selection (FS); Industrial Internet 

of Things (IIoT); software-defined networking 

(SDN)}, 

[10] V. Pourahmadi, H. A. Alameddine, M. A. Salahuddin 

and R. Boutaba, "Spotting Anomalies at the Edge: 

Outlier Exposure-Based Cross-Silo Federated 

Learning for DDoS Detection," in IEEE Transactions 

on Dependable and Secure Computing, vol. 20, no. 5, 

pp. 4002-4015, 1 Sept.-Oct. 2023, doi: 

10.1109/TDSC.2022.3224896. 

keywords: {Image edge detection; Anomaly detection; 

Servers; Denial-of-service attack; Data models; 

Training; Computer crime; Edge intelligence; 

federated learning; outlier exposure; anomaly 

detection; DDoS detection}, 

[11] M. Aljebreen, H. A. Mengash, M. A. Arasi, S. S. 

Aljameel, A. S. Salama and M. A. Hamza, "Enhancing 

DDoS Attack Detection Using Snake Optimizer With 

Ensemble Learning on Internet of Things 

Environment," in IEEE Access, vol. 11, pp. 104745-

104753, 2023, doi: 10.1109/ACCESS.2023.3318316. 

keywords: {Denial-of-service attack; Internet of 

Things; Computer crime; Feature extraction; Ensemble 

learning; Tuning; Computer science; Deep learning; 

Internet of Things; security; deep learning; DDoS 

attacks; feature selection; ensemble learning; snake 

optimizer}, 

[12] X. -S. Vu, M. Ma and M. Bhuyan, "MetaVSID: A 

Robust Meta-Reinforced Learning Approach for VSI-

DDoS Detection on the Edge," in IEEE Transactions 

on Network and Service Management, vol. 20, no. 2, 



 

 

46 

Research Journal of Computer Systems and Engineering (RJCSE)  

Volume 4 Issue 1 (2023) | Pages:  39 – 46 | e-ISSN:2230-8571; p-ISSN: 2230-8563 

https://doi.org/10.52710/rjcse.61 

 

https://technicaljournals.org 

pp. 1625-1643, June 2023, doi: 

10.1109/TNSM.2022.3200924. 

keywords: {Image edge detection; Computer crime; 

Cloud computing; Servers; Monitoring; Denial-of-

service attack; Quality of service; Meta-reinforcement 

learning; VSI-DDoS; edge cloud; covariate shift; 

downsampling}, 

[13] W. I. Khedr, A. E. Gouda and E. R. Mohamed, 

"FMDADM: A Multi-Layer DDoS Attack Detection 

and Mitigation Framework Using Machine Learning 

for Stateful SDN-Based IoT Networks," in IEEE 

Access, vol. 11, pp. 28934-28954, 2023, doi: 

10.1109/ACCESS.2023.3260256. 

keywords: {Internet of Things; Feature extraction; 

Denial-of-service attack; Security; Computer crime; 

Machine learning; Telecommunication traffic; 

Network security; DDoS; detection; IoT; machine 

learning; mitigation; network security; SDN; SD-IoT}, 

[14] Z. Xu, X. Wang and Y. Zhang, "Towards Persistent 

Detection of DDoS Attacks in NDN: A Sketch-Based 

Approach," in IEEE Transactions on Dependable and 

Secure Computing, vol. 20, no. 4, pp. 3449-3465, 1 

July-Aug. 2023, doi: 10.1109/TDSC.2022.3196187. 

keywords: {Denial-of-service attack; Monitoring; 

Internet; Frequency modulation; Computer crime; 

Traffic control; Pollution; DDoS attacks; persistent 

attack detection; named date networking; malicious 

traffic pattern; lightweight; advanced FM sketch}, 

[15] Y. Feng, W. Zhang, S. Yin, H. Tang, Y. Xiang and Y. 

Zhang, "A Collaborative Stealthy DDoS Detection 

Method Based on Reinforcement Learning at the Edge 

of Internet of Things," in IEEE Internet of Things 

Journal, vol. 10, no. 20, pp. 17934-17948, 15 Oct.15, 

2023, doi: 10.1109/JIOT.2023.3279615. 

keywords: {Internet of Things; Denial-of-service 

attack; Computer crime; Image edge detection; 

Collaboration; Security; Reinforcement learning; 

Collaborative detect; Internet of Things (IoT) security; 

IoT-based Distributed Denial of Service (DDoS); 

reinforcement learning; unsupervised classification}, 

[16] G. Oluchi Anyanwu, C. I. Nwakanma, J. -M. Lee and 

D. -S. Kim, "Optimization of RBF-SVM Kernel Using 

Grid Search Algorithm for DDoS Attack Detection in 

SDN-Based VANET," in IEEE Internet of Things 

Journal, vol. 10, no. 10, pp. 8477-8490, 15 May15, 

2023, doi: 10.1109/JIOT.2022.3199712. 

keywords: {Support vector machines; Vehicular ad hoc 

networks; Denial-of-service attack; Kernel; Computer 

crime; Reliability; Computer architecture; Distributed 

Denial-of-Service (DDoS) attack; grid search cross-

validation (GSCV); hyperparameter optimization; 

radial basis function (RBF) kernel; software-defined 

network (SDN)-based vehicular ad-hoc network 

(VANET); support vector machine (SVM)}, 

 


