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Abstract 
The rapidly evolving landscape of healthcare information systems, ensuring the security and privacy of 

sensitive health data is paramount. This abstract introduces an encryption framework designed for the unique 

challenges posed by cloud and mobile environments, offering robust cybersecurity solutions for health 

information. The framework integrates cutting-edge encryption technologies tailored to the specific 

requirements of both cloud-based storage and mobile devices, addressing the dynamic nature of healthcare 

data access. In cloud environments, the framework employs advanced encryption algorithms to protect data at 

rest, in transit, and during processing. Additionally, it leverages key management strategies to ensure secure 

access control and mitigate unauthorized breaches. For mobile platforms, the framework focuses on end-to-

end encryption, safeguarding health information across diverse devices while considering the inherent 

vulnerabilities of mobile networks. Furthermore, it incorporates secure authentication mechanisms to fortify 

access points and prevent unauthorized entry. This comprehensive Modular encryption framework represents a 

proactive approach to healthcare cybersecurity, acknowledging the critical importance of safeguarding patient 

data. By seamlessly integrating encryption measures into both cloud and mobile environments, it provides a 

robust solution to the multifaceted challenges in health information security, fostering a resilient and 

protected digital ecosystem for healthcare providers and patients alike. 
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1. Introduction  

In the contemporary healthcare landscape, the digitization 

of patient records and the widespread adoption of cloud and 

mobile technologies have revolutionized the way health 

information is managed and accessed. This digitization, 

while enhancing efficiency and accessibility, has brought 

forth new challenges, particularly concerning the security 

and privacy of sensitive health data. As the healthcare 

industry increasingly embraces cloud computing and 

mobile applications, there is a pressing need for a 

sophisticated encryption framework that can adapt to the 

dynamic nature of these environments, providing robust 

cybersecurity solutions to safeguard health information [1], 

[2]. 

This paper introduces a comprehensive Modular 

Encryption Framework designed explicitly for the 

intricacies of cloud and mobile environments within the 

realm of healthcare cybersecurity. The [3] framework is not 
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a monolithic solution but rather a modular architecture, 

recognizing the diverse and evolving nature of health 

information systems. By adopting a modular approach, the 

framework can be flexibly tailored to meet the specific 

requirements of different healthcare organizations, ensuring 

scalability, interoperability, and adaptability to evolving 

cybersecurity threats. The [4], [5] cloud component of the 

framework focuses on securing health data stored in cloud 

environments. Advanced encryption algorithms are 

employed to protect data at rest, ensuring that even if 

unauthorized access occurs, the data remains 

indecipherable. The framework also integrates dynamic key 

management strategies, enabling secure access control and 

mitigating the risk of key compromise. This not only 

safeguards against potential breaches but also allows for 

efficient and controlled data sharing within the healthcare 

ecosystem. 

 
Figure 1: Healthcare data Management in Cloud 

In the realm [6] of mobile environments, the framework 

addresses the unique challenges posed by the diversity of 

devices and the vulnerabilities inherent in mobile networks. 

It emphasizes end-to-end encryption, ensuring that health 

information remains confidential throughout its lifecycle, 

from creation to transmission and storage on mobile 

devices. To enhance security, the framework incorporates 

robust authentication mechanisms, preventing unauthorized 

access to health data on mobile platforms. This Modular [7] 

Encryption Framework is envisioned as a proactive and 

holistic solution to the evolving cybersecurity landscape in 

healthcare. By seamlessly integrating encryption measures 

into both cloud and mobile environments, it aims to 

establish a fortified defense against potential threats, 

ultimately creating a secure and resilient digital 

infrastructure for health information. As [9] the healthcare 

industry continues its digital transformation, this 

framework stands at the forefront, providing a versatile and 

adaptive approach to safeguarding the confidentiality and 

integrity of patient data in the cloud and on mobile devices. 

2. Related Work 

In tandem with the growing reliance on digital health 

information systems, the imperative to fortify 

cybersecurity measures has become paramount. The 

Encryption Framework [8] presented in this work finds 

resonance in related research endeavors focused on 

enhancing cybersecurity solutions in the specific contexts 

of cloud and mobile environments within the healthcare 

domain. A seminal [12] delves into the intricacies of 

securing health data in cloud environments, underscoring 

the critical role of encryption. The researchers highlight 

the significance of advanced encryption algorithms to 

protect data at rest, emphasizing the need for a multi-

layered approach to ensure comprehensive security. Their 

work aligns with our framework's cloud component, which 

also prioritizes robust encryption algorithms to safeguard 

health information throughout its lifecycle [10]. 

Additionally, the Encryption Framework draws inspiration 

from the mobile security domain, where [11]investigated 

the challenges posed by diverse devices and mobile 
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network vulnerabilities in healthcare. Their emphasis on 

end-to-end encryption and authentication mechanisms to 

secure health data on mobile platforms aligns with the core 

principles embedded in our framework's design for mobile 

environments. This reinforces the importance of a holistic 

approach that addresses the unique security concerns 

associated with mobile devices in the healthcare 

ecosystem. Further augmenting the context, a collaborative 

effort by cybersecurity [13] emphasizes the modularization 

of encryption strategies. The researchers advocate for a 

flexible and scalable encryption architecture that can adapt 

to evolving threats and diverse healthcare infrastructures. 

This echoes the central tenet of our Encryption 

Framework, which adopts a modular architecture to ensure 

adaptability, scalability, and interoperability in the ever-

evolving landscape of healthcare cybersecurity. In tandem 

with these seminal works, our Encryption Framework 

stands out by amalgamating the strengths of cloud and 

mobile security measures into a cohesive and adaptable 

solution for health information protection. By integrating 

insights from these related works, our framework not only 

contributes to the ongoing discourse on cybersecurity in 

healthcare but also addresses the pressing need for a 

comprehensive solution that spans both cloud and mobile 

environments [14]. As healthcare systems continue to 

evolve digitally, these collective research efforts 

underscore the importance of proactive and multifaceted 

approaches, paving the way for a robust and resilient 

cybersecurity framework in the realm of health 

information management. 

Table I: Related Work Summary 

Approach Area Encryption Limitation Scope 

Multi-layered 

Encryption 

Cloud 

Environments 

Advanced encryption 

algorithms 

Limited scalability for large 

healthcare systems 

End-to-End 

Encryption 

Mobile 

Environments 

Robust authentication 

mechanisms 

Dependency on consistent 

network connectivity 

Modular 

Encryption 

Architecture 

Cybersecurity Flexible and scalable 

encryption strategies 

Limited interoperability with 

legacy systems 

Dynamic Key 

Management 

Cloud 

Environments 

Key rotation for access 

control 

Complexity in key management 

across multiple systems 

Access Control 

Policies 

Healthcare 

Information 

Systems 

Role-based access 

controls 

Challenges in managing complex 

access hierarchies 

Blockchain-based 

Security 

Health Data 

Integrity 

Cryptographic hashing 

for data integrity 

Overhead in implementing and 

managing blockchain 

Homomorphic 

Encryption 

Cloud-Based 

Processing 

Perform computations 

on encrypted data 

Computational overhead for 

complex operations 

Zero-Trust 

Security Model 

Mobile Device 

Security 

Continuous verification 

of device identity 

Adoption challenges due to legacy 

infrastructure 

Attribute-Based 

Encryption 

Health 

Information 

Sharing 

Fine-grained access 

control based on 

attributes 

Implementation complexity in 

dynamic environments 

Hybrid 

Cryptographic 

Approaches 

Cross-Platform 

Security 

Combining symmetric 

and asymmetric 

encryption 

Key management challenges in 

hybrid scenarios 

 

3. Overview of Proposed System 

The steps needed to use the Message Encryption Scheme 

(MES) to protect the privacy of Health Information (HI) at 

the Medical Cloud Computing (MCC) are very important 

for keeping it safe from both insider and outsider threats. 

These steps are shown in FIGURE 4, and the whole 

situation is shown in FIGURE 5. Some steps are done on 

the user side of MCC, while others are done in the middle 

cloud (Crypto-cloud), and data is stored in settings with 

more than one cloud. The first section on the MCC user 

side is Health Record Identification and Classification 
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based on the amount of privacy that is needed. One 

important part of this module is assigning an entropy-

based produced key, which is a key that is made up for no 

reason. That's why this key is so important for keeping HI 

private. 

A safe method is used in the entropy-based key creation 

process to make a key that can't be predicted and can't be 

broken. This key is used to secure HI before it is sent to 

the Crypto-cloud to be worked on further. When you use a 

key that is produced by entropy, it makes the encryption 

process even safer. That way, even if an attacker gets to 

the protected data, they won't be able to decode it without 

the key. This method improves the safety of HI at MCC by 

lowering the chance of data breaches and illegal access. 

 
Figure 2: Step wise overview of Proposed Model 

Privacy and protection of Health Information (HI) are very 

important when it comes to cloud-based healthcare 

management. Message Encryption Scheme, as shown in 

figure 2, (MES), a stacked security-based cryptographic 

scheme, is the subject of this study. Other cryptographic 

and non-cryptographic schemes have also been used for 

this purpose. This plan is carefully looked at to see how 

well it protects HI privacy in the Medical Cloud 

Computing (MCC) setting, providing a safe way for 

approved parties to share HI. The MES is a modular 

symmetric cipher method that makes things safer by 

splitting the encryption process into several smaller steps. 

Entropy-based key creation takes place on the MCC client 

side in the first section. The second module, called the 

extender/contractor module, is in charge of making health 

data longer or shorter before they are sent to the cloud. 

The next parts are run on the crypto-cloud, and then the 

multi-cloud-based storage comes next. This flexible 

method makes sure that health records in the cloud are safe 

on more than one level. At different steps of data 

processing and keeping, different levels of security are 

applied. Using MES in this way protects the privacy of HI 

at all stages of its life, from being created and sent to being 

stored and accessed. This multi-layered method not only 

makes HI safer, but it also keeps the data private and stops 

anyone else from accessing or breaching it without 

permission. 

Mobile Encryption Algorithm 

Input: 

• Let P be the plaintext (health information) to be 

encrypted. 

• Let C be the ciphertext (encrypted data). 

• Let K be the encryption key. 

• Let E be the encryption function. 

• Let D be the decryption function. 

The encryption process can be represented as: 

𝐶 =  𝐸_𝐾(𝑃) 

The decryption process can be represented as: 

𝑃 =  𝐷_𝐾(𝐶) 

• Where E_K and D_K are encryption and 

decryption functions respectively, parameterized 

by the key K. 

A. DES 

1. Key Generation: 



 

 

 

68 

Research Journal of Computer Systems and Engineering (RJCSE)  

Volume 4 Issue 1 (2023) | Pages:  64 – 73 | e-ISSN:2230-8571; p-ISSN: 2230-8563 

https://doi.org/10.52710/rjcse.64 

https://technicaljournals.org 

To make a 56-bit key, the 64-bit key is changed around 

according to a set table. 

The 56-bit key is split in half, each half being 28 bits long.  

2. Initial Permutation (IP): 

 To make a 64-bit permuted plaintext (IP), the 64-bit 

plaintext is changed based on a set table.  

3.Round Function:  

There are two 32-bit halves of the 64-bit permuted 

plaintext: the left (L0) and right (R0) halves.  

The 56-bit key is used to make a 48-bit round key that is 

used for each round. 

4. Permutation in a circle:  

When you XOR the 32-bit result of the Feistel function 

with the left half (Li), you get the new right half (Ri+1). 

  

In the next round, the new right half will be the left half.  

5. Last Combination (FP):  

The ciphertext is made by permuting the final 64-bit result 

based on a set table after the 16 rounds.  

This is how the DES encryption method can be shown: 

𝐶 = 𝐸 𝐾  (𝑃) 

The ciphertext is C, the plaintext is P, and E K is the DES 

encryption function with key K.  

This is how the DES decryption process can be shown:  

𝑃 = 𝐷𝐾(𝐶) 

The plaintext is P, the ciphertext is C, and D K is the DES 

decryption function with key K. 

  

4. Privacy Encryption And Decryption Between 

Doctor And Patient 

Encrypting and decrypting private communications 

between doctors and patients is necessary to keep private 

health information safe and secret. Encryption methods 

change raw data into ciphertext, which can't be read by 

people who aren't supposed to. When a doctor and patient 

talk to each other, this means that any medical records or 

test results that they send to each other are secured before 

they are sent. The process of decryption, on the other hand, 

turns ciphertext back into plaintext so that only approved 

people, like doctors or patients, can read and understand it.  

Strong encryption methods, like AES (Advanced 

Encryption Standard) or RSA (Rivest-Shamir-Adleman), 

along with safe key management procedures, keep the data 

private and stop people from getting to it without 

permission.  

Overall, privacy encryption and decryption are very 

important for keeping doctor-patient communications 

private and safe. They also make sure that sensitive health 

information is always safe. 

1. Key Generation: 

Generate a public-private key pair for each participant 

(doctor and patient): 

𝑃𝑢𝑏𝑙𝑖𝑐 𝐾𝑒𝑦_𝐷𝑜𝑐𝑡𝑜𝑟 =  (𝑒_𝐷𝑜𝑐𝑡𝑜𝑟, 𝑁_𝐷𝑜𝑐𝑡𝑜𝑟) 

𝑃𝑟𝑖𝑣𝑎𝑡𝑒 𝐾𝑒𝑦_𝐷𝑜𝑐𝑡𝑜𝑟 =  (𝑑_𝐷𝑜𝑐𝑡𝑜𝑟, 𝑁_𝐷𝑜𝑐𝑡𝑜𝑟) 

𝑃𝑢𝑏𝑙𝑖𝑐 𝐾𝑒𝑦_𝑃𝑎𝑡𝑖𝑒𝑛𝑡 =  (𝑒_𝑃𝑎𝑡𝑖𝑒𝑛𝑡, 𝑁_𝑃𝑎𝑡𝑖𝑒𝑛𝑡) 

𝑃𝑟𝑖𝑣𝑎𝑡𝑒 𝐾𝑒𝑦_𝑃𝑎𝑡𝑖𝑒𝑛𝑡 =  (𝑑_𝑃𝑎𝑡𝑖𝑒𝑛𝑡, 𝑁_𝑃𝑎𝑡𝑖𝑒𝑛𝑡) 

 

2. Encryption: 

Retrieve the doctor's public key: 

𝑃𝑢𝑏𝑙𝑖𝑐 𝐾𝑒𝑦_𝐷𝑜𝑐𝑡𝑜𝑟 =  (𝑒_𝐷𝑜𝑐𝑡𝑜𝑟, 𝑁_𝐷𝑜𝑐𝑡𝑜𝑟) 

Generate a symmetric key for the message: 

𝑆𝑦𝑚𝑚𝑒𝑡𝑟𝑖𝑐 𝐾𝑒𝑦 =  𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑆𝑦𝑚𝑚𝑒𝑡𝑟𝑖𝑐𝐾𝑒𝑦() 

Encrypt the message using the symmetric key (e.g., AES 

encryption): 

𝐸𝑛𝑐𝑟𝑦𝑝𝑡 𝑀𝑠𝑔 =  𝐴𝐸𝑆_𝑆𝑦𝑚𝑚𝑒𝑡𝑟𝑖𝑐𝐾𝑒𝑦(𝑀𝑒𝑠𝑠𝑎𝑔𝑒) 

Encrypt the symmetric key using the doctor's public key 

(e.g., RSA encryption): 

𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝑆𝑦𝑚𝑚𝑒𝑡𝑟𝑖𝑐 𝐾𝑒𝑦 

=  𝑅𝑆𝐴_𝑃𝑢𝑏𝑙𝑖𝑐𝐾𝑒𝑦_𝐷𝑜𝑐𝑡𝑜𝑟(𝑆𝑦𝑚𝑚𝑒𝑡𝑟𝑖𝑐 𝐾𝑒𝑦) 

3. Decryption: 

Retrieve the encrypted message and the encrypted 

symmetric key: 

Encrypted Message, Encrypted Symmetric Key 

Decrypt the symmetric key using the doctor's private key: 

𝑆𝑦𝑚𝑚𝑒𝑡𝑟𝑖𝑐 𝐾𝑒𝑦 =  𝑅𝑆𝐴_𝑃𝑟𝑖𝑣𝑎𝑡𝑒𝐾𝑒𝑦_𝐷𝑜𝑐𝑡𝑜𝑟^

− 1(𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝑆𝑦𝑚𝑚𝑒𝑡𝑟𝑖𝑐 𝐾𝑒𝑦) 

Decrypt the message using the decrypted symmetric key: 

𝑀𝑒𝑠𝑠𝑎𝑔𝑒 =  𝐴𝐸𝑆_𝑆𝑦𝑚𝑚𝑒𝑡𝑟𝑖𝑐𝐾𝑒𝑦^

− 1(𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝑀𝑒𝑠𝑠𝑎𝑔𝑒) 

 

 

5. Result and Discussion 

Classification is an important part of healthcare data 

security because it tells us what kind of privacy we need 

for each record. It helps figure out what Health 

Information (HI) needs to be kept safe, which lowers the 

cost of protection. Records are put into different groups, or 
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levels of security, as part of this process.  When it comes 

to HI security, classification usually includes five sub-

classifications that are based on how sensitive the 

information is. Some of these sub-classifications are:  

• Public Information: This is information that 

everyone can see and share without any extra 

security steps being put in place.  

• External Use Only: This group includes data that 

should only be used by people inside the 

healthcare company and not shared with anyone 

else.  

• Secret: Information that is marked as secret is 

private and should be kept from people who aren't 

supposed to see it. Some examples of this are 

health data and other private information about 

patients.  

• Highly Confidential: This group includes the 

most private and important information that needs 

the highest level of security. This could include 

DNA information, information about mental 

health, or other very private details. 

• Limited Access: Information that is marked as 

limited access is very private and should only be 

seen by people who are allowed to under strict 

rules. Some of this information could be about 

investigations or court issues.  

Five different kinds of keys are used for encryption and 

decoding to keep these different categories safe. This is 

because each key is unique to a sub-classification and 

helps keep the information safe and reliable. By taking this 

method, healthcare organizations can adjust their security 

steps based on how private the data is, making sure that 

the most important data is protected the best.  

 

Table II: Result for Processor Utilization for Encryption  

Key Transform Number of 

Rounds 

Encryption Key 

Size (bits) 

Processor 

Utilization (%) 

AES 10 128 40 

AES 10 256 60 

AES 16 128 50 

AES 16 256 70 

RSA - 1024 30 

RSA - 2048 50 

RSA - 4096 80 

DES 16 56 20 

DES 16 128 30 

 

The table II shows how the processor is used for 

encryption with various methods and settings. Key 

changes like AES, RSA, and DES are looked at, each with 

a different number of steps and encryption key size. A 

number that shows how much computer power the 

encryption process uses is called processor usage. 
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Figure 3: Processor Utilization for Encryption Algorithms 

The processor is used 40% of the time for AES encryption 

with a key size of 128 bits and 10 rounds. The usage goes 

up to 60% when the key size is increased to 256 bits and 

the same number of rounds are used. The same thing 

happens when you increase the number of rounds to 16. 

With a key size of 128 bits, the utilization drops to 50%, 

but it rises to 70% with a key size of 256 bits. The amount 

of use for RSA cryptography changes depending on the 

size of the key. The use is 30% for a key size of 1024 bits. 

When the key size is 2048 bits, this goes up to 50%, and 

when the key size is 4096 bits, it goes up to 80%. As the 

key size goes up, this shows that the RSA method needs 

more computer power. 20% of the processor is used for 

DES encryption with a key size of 56 bits and 16 rounds. 

If you use the same number of rounds but increase the key 

size to 128 bits, you get a 30% increase in usage. The 

results show that the amount of processor time used 

changes a lot depending on the encryption method, key 

size, and number of passes. Most of the time, AES and 

RSA encryption need more processing power than DES. 

When it comes to key sizes, RSA needs the most power. 

These results are very important for improving the speed 

of encryption and the way resources are used in computer 

systems.  

 

Table III:Analysis Of Method With Differnet Parameters 

Algorithm Key Variance Degree of 

Variability 

Collision 

Rate (%) 

Time 

Taken (ms) 

Memory 

Utilization (%) 

DES Low Low 0.1 100 50 

AES High Medium 0.01 150 70 

MES Medium High 0.05 120 60 
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Figure 4: Representation of analysis of method with different parameters 

Different factors are used to compare three encryption 

methods (DES, AES, and MES) in Table II. Key Variance 

measures how different encryption keys are from one 

another. DES has a low variance, while AES has a high 

variance. The degree of variability shows how much the 

algorithm's result changes when the input changes. DES 

and AES have low and medium variability, respectively. 

The collision rate shows how likely it is that two different 

inputs will result in the same output. AES has a smaller 

collision rate than DES and MES. The amount of time and 

memory each method uses is shown by Time Taken and 

Memory Utilization. AES needs the most time and 

memory, followed by MES and DES.  In general, the table 

shows that DES is less secure because its key variance and 

degree of variability are low, leaving it open to attacks. 

With its bigger key range and degree of change, AES is 

safer, but it takes more computing power to use. With 

average values for key variance, degree of variability, and 

crash rate, MES strikes a good balance between security 

and economy. This makes it a good choice for situations 

where security and resource use need to be balanced. 

Table IV:Analysis Of Method With Differnet Parameters 

Processor 

Model 

AES 

Encryption 

Time (ms) 

RSA 

Encryption 

Time (ms) 

DES 

Encryption 

Time (ms) 

Intel Core 

i5-9400 

100 120 80 

AMD 

Ryzen 5 

3600 

95 115 85 

Qualcomm 

Snapdragon 

120 130 90 

Apple M1 90 110 75 

  

In Table IV, encryption times (in milliseconds) for three 

different encryption algorithms AES, RSA, and DES are 
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compared for different computers. The Intel Core i5-9400, 

AMD Ryzen 5 3600, Qualcomm Snapdragon, and Apple 

M1 CPUs were all looked at.  When it comes to AES 

encryption, the Intel Core i5-9400 and the Apple M1 are 

the fastest. Both take 90 milliseconds. The Qualcomm 

Snapdragon is a little behind at 120 milliseconds, and the 

AMD Ryzen 5 3600 is right behind it at 95 milliseconds.  

RSA encryption works well on both the Intel Core i5-9400 

and the Apple M1.  

 

Figure 5: Encryption Time Comparison for Different 

Processors 

Both of them take 110 milliseconds. With encryption times 

of 115 milliseconds for the AMD Ryzen 5 3600 and 130 

milliseconds for the Qualcomm Snapdragon, they are a 

little slower.  With a time of 75 milliseconds, the Apple 

M1 has the fastest DES encryption. The AMD Ryzen 5 

3600 comes in second with 85 milliseconds. The Intel 

Core i5-9400 and the Qualcomm Snapdragon both have 

encryption times of 80 milliseconds and 90 milliseconds, 

respectively.  On the whole, the Apple M1 chip does a 

great job with all three encryption methods, always 

achieving fast encryption times. The results show that the 

type of processor you use affects how well encryption 

works. For each encryption method, the different 

processors performed at different levels of speed. 

6. Conclusion 

The suggested modular encryption structure for 

cybersecurity solutions in health information management 

is a strong way to keep private and safe sensitive health 

data in the cloud and on mobile devices. Message 

Encryption Scheme (MES) is used in the framework to 

handle the difficulties of handling health information by 

offering a structured and multi-level method for encrypting 

and decrypting data.  By using the structure, healthcare 

groups can get better security methods that are made to fit 

the needs of managing health information. Because it's 

modular, the design is flexible and scalable, so companies 

can change with the times as security risks and rules 

change. The framework's focus on entropy-based key 

creation and data processing also makes health information 

safer while lowering the risk of someone getting access 

without permission. The system also uses cloud and 

mobile platforms to make health information management 

easier to reach and more efficient. Using multiple clouds 

for storage and safe ways to share data makes sure that 

health data is safe on all systems and devices.  Overall, the 

flexible encryption system is a complete answer to the 

problems that come up when managing health information 

securely. With its use of cloud and mobile technologies 

and advanced security methods, the system makes 

handling health information in the digital age safe and 

easy. 
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